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1. O01mMe Mmoo KeHu sl

Hacrosiee «Ilonoxenue o 3amure NepcOHAIbHBIX JIaHHBIX, 00pabaThIBaEMBbIX B
nHpopmanmoHHbIX cucremMax MJIOY nerckuii cam «Pomamkay 'O «Ilocénok AruHCKOE»
(manee — Ilonoxxenue) pazpaborano B cooTBercTBUM ¢ 3akoHOM Poccuiickoit deneparuu ot 27
utons 2006 roga Nel52-®3 «O nepconanbHbIX JaHHBIX», [locTanoBnenuem IlpaButenbcTBa
Poccuiickoit ®eneparuu ot 01 HOsO0ps 2012 roma Ne 1119 «OO6 yrBepxkaeHun TpeOOBaHUH K
3alUTe TMEePCOHANBHBIX JAaHHBIX 0pU HUX O00paboTke B HHPOPMAIMOHHBIX CHCTEMAax
nepcoHanbHbIX JaHHBIX», [Ipukazom ®CTOK Poccun ot 18 despans 2013 roma Ne 21 «O6
yrBepxkaeHnn CocTaBa U COJIepKaHUsI OpraHU3alMOHHBIX U TEXHUUYECKUX Mep MO 00ECeueHUIo
0€30MacCHOCTH MEpPCOHANBHBIX JAHHBIX MPU UX 00paboTke B MH(GOPMALMOHHBIX CHCTEMax
MEPCOHAIBHBIX JJAHHBIX», HHBIX HOPMAaTUBHBIX U MeTouueckuXx JokyMeHToB @CTOK Poccuu u
OCb Poccun, Ilpukazom @CTIK Poccun or 11 despanst 2013 r. Nel7 «O6 yrBepxaeHun
TpeboBanuit o 3ammre uHGOPMaLKMU, HE COCTABISIIONIEH TOCYJAapCTBEHHYIO TaiHY,

COJIEpKAIIEICS B TOCY/IApPCTBEHHBIX HHPOPMAITMOHHBIX CHCTEMaX».

[Tonoxxenne paszpaboraHo B mensx oOecriedeHuss 0€30MaCHOCTH IMEePCOHATBHBIX
naHHbIX (nanee — [1/IH) mpu ux oO6paboTke B nHPopMannoHHbix cucreme MJIOY nerckmii can

«Pomarkay ropoackoro okpyra «Ilocénok AruHckoey

[Tonoxxenne ompenensier mopsaok paboter mepconana HWCIIAH B wactm
obecnieuenus OezomacHoctu [I/lH  mpu ux oOpaboTKe, MOPSAIOK HCIOJIH30BAHUS CPENICTB
3amuThl HHQOpMaLKU, Pa3paboTKy U MPUHATHE MEP MO MPEIOTBPAIICHHUIO BO3MOXHBIX OMAaCHBIX
MOCJIEICTBUI TaKUX HapyHIeHWM, MOPANOK MPUOCTaHOBKU mpenoctaBieHus [IJ[n B ciydae
0OHapy)KEeHHsI HapyIIEHUH TTPH WX 00paboTKe, MOPSI0OK 0OyUeHHUsI TTepCOHANIa MMPAKTHUKE pabOThI
B UCII[H, mopsaoK KOHTPOJISI COOJIONECHUS YCIOBHH HCIIOJIB30BAHUS CPEACTB 3aIUThHI
uH(pOopMaLIUY, TPETYCMOTPEHHBIE IKCIUTYaTallMOHHOM M TEXHUYECKOW TOKyMEHTAIuel, mpaBuiia
OOHOBJIEHHS OOUIECHCTEMHOTO M MPHUKIAJHOTO MPOTPAaMMHOIO oOecredeHus, mpaBuia
OpraHu3aliyl aHTUBUPYCHOM 3amuThl M maposibHoM 3amuTel WCII/IH, mopsimox oxpaHbel U

AOITYCKa MOCTOPOHHUX JIMI B 3alllUI[ACMbIC IIOMCIICHU .

2. Tlopsaaok mpeaocTaBJieHUs 10MYyCKa MoJb3oBareJeil k padore B UCIIIn

Hacrosimuit mopsinok onpenensier nedctBus nepconana UCII/IH B yactu obecrieueHust

6ezonacuoctu [1/1n npu ux o6padotke B UCII/IH.



[Tonb3oBarensamu UCIIAn aBnsrores padotHuku M/IOY nerckuii can «Pomamikay

(manee - PabOTHUKH).

[lepBoHauanbHbIN TOMyCcK nojb3oBarenei k padore B MICII/IH ocyiecTBisieTcst Ha
OCHOBaHUU IIpUKa3a, KOTOPBIA M3AaeTcs pykoBoauTesneM (nanee - PykoBoautens). B npukasze

OTIPEJICIIIETCSl CTUCOK paOOTHUKOB, JOMYIICHHBIX K padore B CIT/IH.

C umempro  oOecrieueHHs  OTBETCTBEHHOCTH  3a  BEAEHHE, HOPMAalbHOE
(GYHKIMOHMPOBAHWE M KOHTPOJb pPAaOOTHI CPEACTB 3alIUThl WH(GOPMAIMKA W BBIOJHEHHUS
HEOOXOUMBIX MeponpusaTuii 1no obecrneuenuto Oe3omacHoctd B HWCIIJIH HazHawaercs

aMUHUCTpATOPp MH(POPMAITMOHHOM 0€301MaCHOCTH.

C uenpio coOmroieHUs MPUHIUIIA MEPCOHATbHONM OTBETCTBEHHOCTH 3a CBOU
NEUCTBUSL KaXJOMy pabOTHHUKY, naomymeHHomy Kk pabdore B MCII[IH, m0omkHO OBITH
COTIOCTABJICHO MEPCOHAIIBHOE YHUKAIbHOE MM (YYE€THAs 3alKCh MOJIb30BATENs), TIOI KOTOPBIM

oH Oyzet peructpupoBatbes u padorars B UCIT/IH.

Ucnonb3oBanue HeckodbkUMU paboTHHkamu npu padore B MCII[AH omHOro M

TOI'0 )K€ UMCHHU IIOJIB30BATCIIA 3anpeuieHo.

B nmanpHelimeM, mpomenypa perucTpanu  (CO3MaHUS  YYETHOW  3aIkCH)
MOJIK30BATENSl M TIPEAOCTABICHUs eMy (MJIM U3MEHEHHS ero) mpaB aoctymna kK pecypcam UCIT/Ix

WHUIUAPYETCS 3asBKOM.

B 3asBke YKa3bIBACTCA:

- coZiepKaHKMe 3alpaliuBaeMbIX H3MEHEHUH (pEerucTpanus HOBOTO IOJIb30BaTeNs
UCIIH, ynaneHue y4eTHOM 3alKcH MOJIb30BaTENsl, PACIIUPEHUE WM CY)KEHHE MOJHOMOYUNA U

npaB goctyna K pecypcam MCII/IH panee 3aperucTpupoBaHHOIO MOJIb30BATEN);

- JOJDKHOCTB (C IIOJIHBIM HaHNMCHOBAaHHCM omena), q)aMI/IJ'II/IH, UM MU OTYCCTBO

pabOTHHKA;
- UMs TI0JIb30BaTes (YIeTHOM 3aIuCcH) JaHHOTO pabOTHHUKA,

- IOJIHOMOYHMA, KOTOPBIX H606XOI[I/IMO JIMIIIUTH I10JIb30BaTCJIsA nJIn KOTOPBIC
HeO6XOI[I/IMO I[068.BI/ITB I1I0JIB30BAaTCIHO (HYTCM YKa3aHug pCIIACMbIX IMOJIb30BATCIICEM 3a/lad B
UCI/In).

3asgBKy paccMaTpUBaeT W BU3HPYET PYKOBOJWTEIb, YTBEpPXKIas TEM CaMbIM
MIPOU3BOJICTBEHHYIO HEOOXOAUMOCTH JOTycKa (M3MEHEHHS TIPaB JIOCTyMa) TaHHOTO pabOTHUKA K
HEOOXOIMMBIM JIJIsl PEllIeHUs] UM yKa3aHHBIX B 3asBke 3amau pecypcam MCII/IH. 3aTem 3asBKa
nepenaercss aAMUHHUCTpaTopy uHpopmarmonHoit oOe3omacnoct WCII[IH s BHeceHHs

HEOOXOAMMBIX M3MEHEHUM B CIIUCKH Tob30BaTenet CIT/Ix.



Ha ocHoBanuu 3asBku aqMuHHCTpaTop HHGOopMannoHHoi 6ezonacuoctu UCIIAx
MPOU3BOJUT HEOOXOJMMBIE OIlepalud IO CO3/[AaHHi0  (YJAJICHHUIO) YYETHOM  3amucu
II0JIb30BATENs, IPHUCBOCHUIO €My HAYaJbHOIO 3HAYEHHUS MApojs, a TaKXKE PETrUCTPaLUIO

MIEPCOHATBLHOTO HIICHTH(HUKATOpA U Ipyrue HeOOXOMMbIE ISHCTBUS, YKa3aHHbBIC B 3asBKE.

[locne BHeceHMs HW3MEHEHUMHM B CHUCKM II0JIb30BAaTENICd  aJMUHUCTPATOP
MHPOPMAIIMOHHON  0€30MacHOCTH  JOJDKEH O00eCleynTh HACTPOWKH  CPEACTB  3aIIUTHI

COOTBETCTBYIOIIHE TpeOoBaHusAM Oe3omacHocTy ykazanno UCIIH.

PabGoTHuKy, 3aperucTpupoBaHHOMY B KauecTBe HOBOro mosib3oBatens WCII/IH,
cO00II1aeTCsl UMs COOTBETCTBYIOIIETO €My I0JIb30BATENISl U MOXKET BBIJABATHCS MEPCOHATbHBIN
uaeHTudukatop (a1 paboThl B peXUMe YCHIEHHON ayTeHTH(HUKAIMN) U HAayaJbHOE 3HAUCHUE

MapoJisi, KOTOPOE OH 00s13aH CMEHUTH IIPH TIEPBOM KE BXOJI€ B CUCTEMY.

WcnonHennass 3asBKa XpaHUTCS y aIMUHUCTparopa HHGOPMAIMOHHOMN

6e3onacuHoctu UCII/IH.

Omna MoxeT BIIOCJIEACTBHUH HUCIIOJIB30BAThCA:

- JJdA BOCCTAaHOBJICHHUA IIOJTHOMOYHH TIOJB30BaTeled IIOCIIE BO3HHKHOBECHHS

BHCIITAaTHBIX cmyaunﬁ;

- 17151 KOHTPOJISl IPaBOMEPHOCTH HaJIM4YUs y KOHKPETHOTO MOJIb30BaTENs MpaB J0CTYyMa

K TeM Wi uHbIM pecypcam UCIT/IH npu pazdope KOHPIUKTHBIX CUTYaITNH;

- 17151 IPOBEPKHU COTPYAHUKAMHU KOHTPOJUPYIOLIUX OPraHOB MPABHIILHOCTU HACTPONKHU

CpeAcCTB pasrpanndeHus gocryna k pecypcam UCII/IH.

3. Ilopsaaok padorsl noab3oBarteseil UCIIH B yacTu odecnevyeHust
o0ezonacuoctu II/{n npu ux odopadorke B UCIIAn

ITonw3oBaTrens umMmeeT mpaBO B OTBCACHHOC €My BpCMA pPCIIATh ITOCTABJICHHBLIC

3aia4uu B COOTBCTCTBHUHU C IIOJTHOMOYUAMU JOCTYIIA K peCypCaM I/ICHHH

ITonw3oBarenp HeCEeT OTBETCTBEHHOCTh 3a NpaBUJIbHOCTb  BKIIIOYCHHUA U
BBIKJIFOUCHUA CPEACTB BBIYHCIUTEILHON TEXHUKHU (CBT), BXO0Ia B CUCTCMY U BCC JEeNCTBUSA npu

pabote B UCII/H.

Ilepen nauanom pabotel B UCII/IH, paboTHHKH, fomyuieHHble Kk padote ¢ I1/IH,

NMPUHUMAIOT IO POCIIUCH 00513aTEILCTBO O HEPpa3rilaliICHUHN MEPCOHAJIbHBIX TaHHBIX.

Bxon monw3oBaTens B CUCTEMY JOJIKCH OCYHICCTBJIATHCA IO BbIAABACMOMY CEMY

QJICKTPOHHOMY I/I,HCHTI/I(I)I/IKaTOpy U 110 NMEPCOHAJIBHOMY ITapOJItO.



3anuce wHpOpMaruu, conepxkamiei [1J[H, MOMKHA OCYIIECTBISATHCS TOJILKO Ha
MalIMHHBIE HOCUTEIN MH(OPMAIINH, COOTBETCTBYIOIIMM 00pa3oM yureHHbIe B JKypHayie ydera
3amuIaeMex Hocureneit napopmamnmu. OTBETCTBEHHBIM 32 BeAeHHE JKypHalia ydera siBIIseTCs

aJIMHHHUCTPATOP HHPOPMAITMOHHOW 0€30TIaCHOCTH.

[Tpu pabote cO CHEeMHBIMH MAITMHHBIMA HOCHUTEISIMU HH(DOPMAITUH TT0JIE30BATEIH
KOKIbIA pa3 mepel HavyaaoM paldoThl 00si3aH TPOBEPUTh HUX HA OTCYTCTBHE BHUPYCOB C
HCIIOJIb30BAHUECM IITATHBIX AHTUBUPYCHBIX IIPOTrpaMM, YCTAHOBJICHHBIX Ha KOMIIBIOTCpaxX
UCTIH. B coyyae oOHapyXeHUsI BUPYCOB TOJB30BaTENb 0043aH HEMEIJIEHHO MPEKPATUTh HX

HCITIOJIB30BAHHUEC U I[CI\/'ICTBOBaTI) B COOTBECTCTBHHU C Tpe6OBaHI/I$IMI/I JaHHOI'O HOJ’IO)KeHI/IH;

Kaxnpiii  paOOTHHMK, y4YacTBYIOIIMM B paMkKaXx CBOMX (YHKIIMOHAJIbHBIX
00s13aHHOCTEN B TIpolleccax aBTOMAaTH3UpoBaHHOUM 00paboTku I[IJI[H W uMeromwuil gocTym K
ammapaTHBIM ~ CpeICTBaM, TporpaMmMHOMYy oOecneuennio W nanHbeiM — MCII[H, Hecer

NMEPCOHAIIBHYIO OTBETCTBEHHOCTD 3a CBOU )IGIZCTBH?I " 0053aH.

— CcTporo coOno/aTh YCTaHOBJIEHHBIE MpaBuia oOecrieueHUs 0€30MacHOCTH MHPOpMAIIU

pH paboTe ¢ MporpaMMHbBIMU U TexHuueckuMu cpeactsamu UCIIH;

— 3HaThb U CTPOTO BBINOJHATH IMpaBuiIa pabOTHl CO CPEICTBAMHU 3alIMTHl MHQOPMAIIHH,

yCTaHOBJICHHbIMU Ha KomnbtoTepax MCII/IH;

— XpaHUTh B TailHEe CBOH maposib (mapoiu). B cootrBeTcTBuM ¢ 1. 7.5. manHoro Ilomoxxenus

U C YCTAaHOBJIEHHOM NMEPHUOIUYHOCTHIO MEHSITH CBOM MapoJib (apoIin);

— XPaHUTHb YCTaHOBJICHHBIM MMOpAAKOM CBOC HHAWUBUIYAJIbHOC YCTpOﬁCTBO

UICHTUPUKAIMY (KJII0Y) U IPYTUe PEKBU3UTHI B HEJOCTYITHOM JIJIsl TOCTOPOHHUX MECTE;

— BBIIIOJIHATH Tpe60BaHI/IH ITonoxxenus mno OpraHu3anmuu aHTHBHPYCHOﬁ 3allIMTHI B IIOJIHOM

o0BeMe.

Hemennenno u3BecTuTh aMUHHUCTpATOpa MH(YOPMALMOHHONW OE30MaCHOCTH B Cilydae
yTepu WHAUBHAYaIbHOTO YCTpONCTBAa wuAeHTUGUKAUMK (KIIOYa) WIM MPH  MOJ03PEHUHU

KOMITPOMCETAIIUHU JIMYHBIX KII04YeH 1 naponeﬁ, d TaKXKC IIpU O6H8py>KCHI/II/IZ

— (akToB cOBepIIEHUs] TOMBITOK HECAaHKIIMOHUpOBaHHOTO nocTtyna (nmamee - HCI)
NCTIH;

— HECaHKIMOHUPOBAHHBIX M3MEHEHMH B KOH(UIYpallMu MpPOrpaMMHBIX WM anMapaTHBIX
cpeacts UCII/x;

— OTKJIOHEHHMH B HOPMaJIbHOM paboTe CUCTEMHBIX M MPHUKIAIHBIX MPOTPAMMHBIX CPEJICTB,
3arpygHsaonx  akcmuryatanuio  CBT, BbIXxoga HU3  CTposi WIM  HEYCTOWYMBOTO
¢bynkumonuposanus y3noB CBT unu nepudepuitHbIX ycTpoicTB (CkaHepa, MpUHTEpA U

T.H.), a TaKXKcC HepeGOCB B CUCTEMC 3J'ICKTpOCHa6)KCHI/ISI;



— HCKOPPCKTHOTI'O (byHKI_[I/IOHI/IPOBaHI/IH YCTAHOBJICHHBIX Ha KOMIIBKOTCPbI TCXHUYCCKHUX

CPEACTB 3alIUTHhI;
— HENpeayCMOTPEHHBIX OTBOJIOB Kabesel 1 MOAKIIOYEHHBIX YCTPOMCTB.
[lonb30BaTento KATETOPUYECKU 3anpeuiaemc.

- KCII0JIb30BaTh KOMIIOHEHTHI IPOrpaMMHOro M ammaparHoro obtecnedenus [I19BM B

HECITY)KEOHBIX TISJISX;

- CAMOBOJIBHO BHOCUTH KaKHE-IMOO W3MEHEHHS B KOH(MUTYpalHi0 amnmaparHo-
nporpamMHubix cpenctB UCIIIH unu ycTaHaBIMBAaTh JOTIOJHUTEIBHO JIOOBIE MPOTpaMMHBIE U
ammapaTHbIe CpEJCTBA, HE NPEAYCMOTPEHHBIC apXHWBOM JUCTPUOYTHBOB YCTaHOBJIECHHOTO

MIPOTPaMMHOTO 00€CTICUeHNS;

- ocyulecTBiIATh 00paboTKy IIJ[H B NPUCYTCTBHUM MOCTOPOHHUX (HE IOMYIIEHHBIX K

JTaHHOU MH(GOPMAIIUN) JIULL;
- 3aIIUCBIBATh U XpaHUTh [1/[H HAa HEYUYTEHHBIX MAIIMHHBIX HOCUTEISIX HH(OPMALIUN;

- OCTaBJATh BKJIIOYECHHBIM 0O€3 MMpUCMOTpa KOMIIBIOTEP, HE AKTUBU3HUPOBAB CPEACTBa

3amuThl oT HCJ] (BpeMeHHyto OJ0KMPOBKY 3KpaHa U KJIaBUATYpPhl);

- OCTaBJIATh 0€3 JUYHOTO MPHCMOTpPA HAa paboveM MeCTe WU TAe Obl TO HU ObLIO CBOE
MEPCOHATFHOE YCTPOUCTBO MIACHTU(UKAIINH, MAIIMHHBIC HOCUTEIIM U PACIICYaTKH, COJIepIKaIIne
IBVILH

- YMBIIIJICHHO  HMCIIOJB30BaTh  HCAOKYMCHTHUPOBAHHBIC CBOMicTBA M OIIMOKHA B
IIporpaMMHOM oOecrieyeHUH WU B HaCT‘pOﬁKaX CpE€ACTB 3alllUThl, KOTOPLIC MOI'YT IIPHUBECTU K

HapyeHuro KoHduaenuuansuoctu [1/1H;

- pa3menaTh cpelncTBa oToOpaxkeHust MHGopManuu (MOHHUTOD, MPUHTEP U T.I.) TaKUM
o0pa3oM, 4TOOBI C HUX CYIIECTBOBajla BO3MOXHOCTh BU3YaJIbHOTO CUMTHIBAaHUS HH(POpPMAIIH

MTOCTOPOHHUMH JIULIAMHU.
AnmuHHUCTpaTOp UHGOPMAITMOHHOM 6€30MacHOCTH 00s3aH:

— 3HATh COCTaB OCHOBHBIX M BCIIOMOTATEIbHBIX TEXHUYECKUX CHUCTEM U CPEICTB (Hanee -
OTCC u BTCC) ycranoBiaeHublx u cMmoHTHpoBaHHbIXx B WCIIJIH, mnepeyeHb

MCIO0JIb3yeMOro mporpaMmHoro obdecnieuenus (aanee - [10) B UCII/Ix;

—  KOHTPOJIMPOBATH IENOCTHOCTH NedaTelt (TIoM0O, 3alIUTHRIX HaKIIeeK) Ha MepuQepuitHOM

oOopynoBanumy, 3amuieHHsix CBT u npyrux ycrpoiictBax;

— TPOU3BOAMTH HEOOXOJUMBIE HACTPOWKHM TOACUCTEMBI  YIPABJIEHUS  JIOCTYIIOM
ycranoBieHHbIX B ICIT[In C3U ot HC/I u conpoBokaaTh UX B IPOLECCE IKCILTyaTalllH,

IIPH 3TOM:



pean30BbIBATh MOJHOMOYHMS JOCTYyINA (YTEHHUE, 3alMCh) A KaXJ0Tro MOJb30BaTeNsd K
AJIEMEHTaM 3allUIIAeMbIX WH(OPMAIMOHHBIX pecypcoB ((aitnam, kaTamoram, IPUHTEPY

U T.J.);

BBoAMTh onmcanusi monb3oBateneii VCII[Am B wuHbOpMammoHHyr0 0a3y CHCTEMBI

pasrpannuenus gocryna B UCII/IH;

CBOEBPEMEHHO YIAJISATh OMUCAHMSI ITOJIb30BaTelel 3 0a3nl naHHbx C3U npu n3MeHeHun

CIIMCKA JIOMYIIEHHBIX K paboTe JIHII;

MPOBOJAUTh MHCTpyKTaxk mnojs3oBatesnied MCII[lH no mnpaBunmam paboTel ¢

HCIIOJIB3YEMBIMH TEXHUYCCKUMU CPEACTBAMHA U CUCTEMAaMU 3alllUThI I/IH(l)OpMaHI/II/I;

KOHTPOJIUPOBATL CBOCBPEMCHHOC IMPOBCACHHUE CMCHBI naponeﬁ IJia J0CTyIa

noJsib30Bareneil k komnbtotepaM u pecypcam UCII/H;

oOecrieunBaTh MOCTOSTHHBIH KOHTPOJIb BBINIOJTHCHHA IIOJIB30BATCIAMNU YCTAHOBJICHHOI'O

KOMIUIEKCa MEPOTIPUATHH TT0 oOecnieueHuto 6ezonacHoctu nHbopmaruu B UCIH;

OCYIICCTBJIATE KOHTPOJIb IMOPpAAKA CO3AaHHsA, YUC€Ta, XPAaHCHHA W HCIOJb30BaHUA

PE3CPBHBIX U aPXUBHBIX KOITHH MacCHUBOB JaHHBbIX,

HAaCTpaWBaTb M CONPOBOXKJATh TMOJCUCTEMBl pETUCTpPAllMM M ydera JeHCTBUM

nosp3oBareneit npu padore B UCI/IH;

OpraHM30BBIBATH IMe4aTh (HailIoB TMONb30BaTeNiell Ha MPHUHTEPE U  OCYILECTBISATh
KOHTPOJIb COONIOICHUS YCTAaHOBJIEHHBIX NMpaBWJI M MapaMeTpPOB PETHCTPALlUU U ydyeTa

OyMaKHBIX HOcUTeNeH nH(pOpMAIUH;

nepuoandecku tectupoBath GyHkuu C3U ot HCJI ¢ ncnonb3oBaHuEM CHEIUATBHBIX
CPEICTB aHaju3a 3allUIEHHOCTH, OCOOEHHO NpPU M3MEHEHUH IMPOrpaMMHOUN Cpelbl U

MOJTHOMOYHH UCIIOTHHUTEIICH;

BOCCTaHABJIMBATh MPOTPAMMHYIO Cpefly, IporpaMMHbIe cpeacTBa U HacTpoiiku C3U npu

c00sXx;

Bectu JABe komuu mnporpammubix cpeactB C3UM or HCJ u koHTponupoBath HX

paboTOCIIOCOOHOCTB;

NEpUOANYICCKHN OOHOBIISTH AHTUBUPYCHBIC CPEACTBA (6331)1 I[aHHBIX), KOHTPOJIMPOBATH
CO6J'IIO,ZL€HI/IC MOJIb30BATCIIKIMU  MOPAJOK W IIpaBUJIa MTPOBCACHUA AHTUBUPYCHOI'O

TCCTUPOBAHMUA,

IPOBOJIUTH pabOTy MO BBISBICHHUIO BO3MOXHBIX KaHAJOB BMELIATEIbCTBA B IPOLIECC
¢ynkumonnposanuss MCIIJIH u ocyuiecTBIeHUsS HECAaHKIMOHMPOBAHHOIO JOCTyHa K

I/IH(bOpMaI_[I/II/I N TCXHUYCCKUM CPCACTBAM BBIYHCIIUTEIIFHOM TCXHHUKU,

obecrieunBaTh CTPOTOE BHIMOJTHEHHE TPEeOOBAaHMN MO 00eCleYeHHI0 Oe30MacHOCTH

nH(bOpMaIUY TpU OpraHu3anuu Texuuueckoro oocnyxusanus UCII/IH u oTnpaBke ero B



pPEMOHT  (KOHTPOJIMPOBATh 3aTHMpAaHUE IEPCOHAIBHBIX JAHHBIX Ha  HOCHUTEJAX

uHpopMaImn);

— TIPHUCYTCTBOBaTh (y4acTBOBaTh) B pabOTax MO BHECEHUIO M3MEHEHHI B ammaparHo-

nporpamMMuyio KoHpuryparuto UCTT/IH;

— Bectu jokymeHranuio Ha HCII[IH B cooTBeTcTBMM ¢ TpeOOBaHMUSIMH HOPMATHBHBIX

JIOKYMEHTOB.

4. Tlopsiiok pe3epBMPOBAHUS M BOCCTAHOBJIEHHS PAad0TOCIIOCOOHOCTH
TeXHMYECKHX CPe/ICTB, IPOrPaMMHOI0 odecrieyeHusi, 0a3 TaHHBIX,
3amMaeMoil HHGOpMAIMU U CPeICTB 3aAIUTHI HH(pOPMaIUU

Hacrosammuii  mopsaok — ompenenser  OpraHu3alMil  pPE3epBUPOBAHUS U
BOCCTAHOBJIEHUS Pa0OTOCTIOCOOHOCTH TEXHUYECKUX CPEJICTB U IIPOrpaMMHOTro obecrieueHus, 6a3

JaHHBIX U CPCIACTB 3alllUThI I/IH(i)OpMaHI/II/I.

K wncnons3oBannio mins cosganus pesepBHbix konuu B MCII/IH, momyckarorcs

TOJIBKO 3aperucTpupoBanHbie B JKypHane yuera HOCUTENH.

AnMuHHCTpaTOp HWHGOPMAITMOHHONW O€30MacHOCTH  00A3aH  OCYIIECTBISITH

MEPUOIUYECKOE PE3EPBHOE KONMMPOBAHUE MEPCOHATBHBIX TAHHBIX.

Hocutenu undopmanuu, npeqHazHaueHHbIE 7S CO3/aHUS PE3EPBHOM KOMUU U
XpaHEHUS MEPCOHANBHBIX JIaHHBIX, BBIJAIOTCS YCTAHOBJIEHHBIM MOPSAKOM aAMHHHCTPATOPOM
uHpopmauroHHoH Oe3zonacHocTH. [lo OKOHUaHWMM TpOUEAYPbl PE3EPBHOTO KOMHUPOBAHUS
AJIEKTPOHHBIE HOCUTENM CHAIOTCA HA XpaHEHHE aJMUHUCTpAaTopy HHOOPMALMOHHON

0€30I1aCHOCTH.

HpI/I BOCCTAHOBJICHUH pa6OTOCHOCO6HOCTI/I MporpaMMHOIO obecreyeHns cHayaja
OCYIICCTBIIAACTCA PE3CPBHOC KOIIHMPOBAHUC 3alyIaeMoun I/IH(bOpMaI_II/II/I, 34aTEM IIPOU3BOJUTCHA

IOoJIHAA JCUHCTAJIIALNA HCKOPPEKTHO pa60Ta101uero MporpaMmMHOIO oOecreyeHus.

Boccranosienue IporpaMMHOI0O oOecrneueHus MMPONU3BOAUTCA 1YTEM €TI0
HHCTAIIAINA C HUCITIOJIBb30BaAHUEM OTAaJIOHHBIX ,Z[I/ICTpI/I6YTI/IBOB, XpaHCHUC KOTOPBIX
OCYIICCTBJIAACTCA  AAMHUHUCTPATOPOM HH(l)OpMaHHOHHOﬁ 0C30IMaCHOCTH B cricuraJibHOM

XpaHWJINLIC.

ITpu pabote Ha komnbroTepax UCII/IH pekoMeHIyeTcs HCI0Ib30BaTh UICTOUHUKU
OecriepeOOMHOrO MUTaHMS, C LENbI0 MPEAOTBPAIICHUS MOBPEXKJICHHS TEXHUYECKUX CpPEICTB

u(unm) 3amumaemMoil vHGopMaIy B pe3yabTare cOOeB B CETU DIEKTPOTTUTAHUSL.



[Ipn BoccTaHOBJIEHMH PAOOTOCTIOCOOHOCTH CPEICTB 3alIUTHl  MHPOPMAIUU
CIIeAyeT BBIMIOJIHUTh WX HACTPOMKY B COOTBETCTBUU C TpeOOBaHUSIMHU OE30TIACHOCTH
I/IH(l)OpMaI_[I/II/I, HU3JI0KECHHBIMHXM B TCEXHHUYCCKOM 3aJaHUU Ha CO3JaHUEC CUCTEMBI 3alllUThI

NEPCOHAJIBHBIX JaHHBIX.

BoccranoBienne  cpeactB  3amuThl  UHGOPMALMHM  TIPOU3BOJAUTCS  C
WCIOJb30BAHUEM JSTAJOHHBIX CEPTH(PHUIMPOBAHHBIX IUCTPUOYTHBOB, KOTOPBIE XPAHATCS Y
anMuHHUCTparopa uH(popMarmoHHOW Oe3omacHocTu. [locnme ycmemHo#l HacTpOWKH CpENCTB
3alIUThI I/IH(l)OpMaIII/II/I H606XOI[I/IMO BBIIIOJIHUTE PE3CPBHOC KOMMMPOBAHUEC HACTPOCK JAaHHBIX

CPEICTB C MOMOIIBIO BCTPOCHHBIX B HUX (DYHKIIMI Ha 3apETUCTPUPOBAHHBIN HOCUTEID.

OTBETCTBEHHOCTh 3a TPOBEJICHHE PE3EPBHOTO KOMMPOBAHHS, MEPOTPHUSTHHA IO
BOCCTaHOBJIEHUIO  pabOTOCIOCOOHOCTH  TEXHMYECKUX  CPEIACTB,  MEPONPUSATHH 1O
BOCCTaHOBJICHHIO  CPEACTB  3aIlIUThl HMHGOPMAIMM  BO3JaraeTcs Ha aJMHHHACTpATopa

uHpopmanronHoi 6ezonacuoctu UCII/H.

5. Ilopsinok o0yuenusi mepconasia npaktuke padorsl B UCII/IH B yacTu
o0ecneyeHUs 0€30MACHOCTH NMEPCOHATBHBIX JTAHHBIX

[Tepen nauamom padotsl B UCII/IH monp30BaTeny AOIKHBI TPOUTH HHCTPYKTAXK IO
obecrieueHUI0 0€30MMaCHOCTH TIEPCOHATBHBIX MaHHBIX Tpu padore ¢ Humu B MCIIJIH, mox

POCIUCH,

[Tonb3oBarenu AOIKHBI IPOAEMOHCTPUPOBATH aIMUHUCTPATOPY UH(GOPMALIMOHHON
0€30MacHOCTH HalWuue HEOOXOAMMbIX 3HAHMM M YMEHHM [UIsl BBINIOJIHEHUS TpeOoBaHUU MO

obecrnieueHnI0 0€30MaCHOCTH NePCOHANBHBIX JaHHbIX Tpu padote ¢ uumu B UCIIH;

OTBETCTBEHHBLIM 3a opraHusanuro 06yquI/151 M OKa3aHHUE METOJUUYECKOM MOMOIIH B

YnpaBieHuu SBISETCS aIMUHUCTPATOP MHAOPMALIMOHHON OE301aCHOCTH.

6. IlpaBujia aHTUBUPYCHOM 3aIUTHI

Hacrosmue npaBujia OHNPCACIIAOT Tpe6OBaHI/I$[ K OpraHu3aliui 3aliuThbl 00BeKTa
I/ICHI[H OT pa3pymaromero BO3ACHCTBUS BPECAOHOCHOTO IIPOTrpaMMHOI'O O6CCHC‘-ICHI/IH,
KOMIIBIOTCPHBIX BHPYCOB M YCTAHABJIMBACT OTBCTCTBCHHOCTD pyKOBOHHTeHeﬁ u pa6OTHI/IKOB,

OKCINTYAaTUPYIOIIUX U COITPOBOXKIAOIMIUX KOMIIBIOTEPHI B COCTABE I/ICHI[H, 3a UX BBIIIOJTHCHHUC.

K wncnonn3oBanuio Ha KOMIIBIOTCPAX HAOMYCKAKTCA TOJIBKO JIMOCH3WMOHHBIC

aHTUBUPYCHBIE CPEACTBA, MpOLIeIIne cepTuuKauio no rpedosanusm 6ezonacHoctd @CTIK
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Poccun.

VYcraHoBKa M HayalbHas HACTpPOWKAa CPEICTB AHTUBUPYCHOTO KOHTPOJS Ha
KOMIIBIOTEpAX OCYIIECTBIIETCS aJAMHHUCTPATOPOM HH(OpMALMOHHON Oe30macHOCTH, JIMOO ¢

npuBJiiedeHueM opranuzanuii — muren3naroB ®CTIOK Poccun.

AnMuHUCTpaTOp UH(POPMALMOHHOM 0e30macHOCTH OCYIIECTBIISET

MEPUOINIECKOE OOHOBIICHNE aHTUBHPYCHBIX CPEACTB U KOHTPOJIb UX PAOOTOCIIOCOOHOCTH.

Apnpik  (ccbUika) IS 3alycKa AHTUBUPYCHOM TMpOrpaMMbl JOJDKEH OBITh

JOCTYTIEH BCEM I10JIb30BaTENSIM UH(POPMAITMOHHON CUCTEMBI.

ExenenenbHo B Hayasie paboOThl, OCJE 3arPy3KH KOMIIBIOTEPA B aBTOMAaTHYECKOM
peXHUMe JOJDKEH MPOBOJIUTHCS aHTUBUPYCHBIA KOHTPOJIb BCEX JUCKOB U (ailloB KOMIIbIOTEPOB.
O06s3aTeTbHOMY aHTUBUPYCHOMY KOHTPOJIIO TIOJICKUT Jr00ast nHGopMarus (TEKCTOBBIE (ailiibl
mo0bIX (QopmaToB, (aliabl AAHHBIX, HUCHONHSAeMble (aiibl), HWHGOpPMAalKsg Ha CbEMHBIX
HOCHTENSX (MarHUTHBIX JucKaX, JeHTaXx, CD-ROM u T.1.). KoHTposs ucxomsmeit nHdopmarmm
HE0OX0IMMO MPOBOJUTH HEMOCPEICTBEHHO Iepesl apXMBUPOBAHUEM U OTIPABKOM (3amMchio Ha

CHEMHBII HOCUTETIB).

q)aﬁHBI, noMeEmacMbIC B 3J'ICKTpOHHBII71 ApPXVB HaA MarHUTHBIX HOCUTCIAX, JOJI>KHBI

B 00s13aTEJIbHOM MOPSAKE MPOXOAUTh AaHTUBUPYCHBIH KOHTPOJIb.

VYcranaBnuBaemoe (M3MEHsIEMOE) TPOTpaMMHOE OO€CIeueHrue JOJDKHO OBITh
MPEBApUTEIILHO TPOBEPEHO Ha OTCYTCTBHE BUPYCOB. HemocpeacTBEHHO TOCie YCTaHOBKU
(M3MEHEHUSs) MPOrPaMMHOTO 00ECTICYeHHsT KOMITBIOTEpa, aIMUHICTPATOPOM WH(POPMAIIMOHHOM

0€30MMacHOCTH JI0JKHA OBITh BBINIOJHEHA aHTUBUpYCcHas npoBepka UCIT/IH.

Ha KOMIIBIOTCPBI T0JIB30BaTEIICH 3amnpemacTcsa YCTaHOBKa IIPpOrpaMMHOI'0
O6€CH€‘{€HI/I5{, HC CBA3aHHOI'O C BBIIIOJIHCHHECM (byHKI_II/Iﬁ, NpeaAYCMOTPCHHBIX TEXHOJIOTHYCCKUM

poreccoM 00paboTku HHPOPMAIINH;

[Ipy BO3HUKHOBEHMHM TMOJO3PEHUS Ha HAIWYME KOMIIBIOTEPHOIO BHpYca
(merunuyHas paboTa mporpammM, MosiBjIeHUE rpapuuecKkux U 3BYKOBBIX 3P(HEKTOB, UCKAKEHUI
JTAHHBIX, TpomnagaHue (aiioB, yacToe MOSBIEHHE COOOIIEHUH O CHCTEMHBIX OMIMOKax U T.II.)
MOJIb30BaTeNh CAMOCTOSITEIbHO (MM BMECTe C aJMHUHHUCTPATOPOM HH(OPMAIMOHHON

6630HaCHOCTI/I) JOJDKCH MPOBECTU BHCO‘ICpCZ[HOﬁ aHTI/IBI/Ip}ICHHﬁ KOHTPOJIb KOMIIBIOTEPA.

B cnydae oOHapykeHHs NpU MPOBEAECHUM AHTUBUPYCHOW TPOBEPKH 3apa’keHHbBIX

KOMIBIOTEPHBIMHU BUpYycamMH (paiiiioB MOJIB30BATENb 00A3AH
— INPHOCTaHOBUTH 00paboTky nanubix B MCII/IH;

— HEMCIJICHHO IOCTaBUTH B HM3BCCTHOCTL O (I)aKTe O6Hapy)KeHI/I$I 3apa’KCHHBIX BHPYCOM
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¢daitioB  agMuHHCTpaTOopa HWH(DOPMAIMOHHOW OE30MACHOCTH, a TaKXKe CMEXKHbBIC

MOAPA3/ICIICHHUs, UCTIONB3YIOIINUE ITH (Paiiiibl B paboTe;

— COBMECTHO C BIAJENbIEM 3apaXEHHbIX BHPYCOM (DaiiloB IPOBECTH  aHAIU3

BO3MOXHOCTH, HMBHCﬁmeFO X UCIIOJIb30BaHMAA,

— IPOBECTHU JICUCHUC UKW YHUYTOXKCHUC 3aPAKCHHBIX (1)aI>'IJIOB.

OTBETCTBEHHOCTh 3a OpraHu3aluio aHTuBUpycHoro koHtposs B HWCIIJIH B
COOTBETCTBUU C TpeOoBaHUSAMHU Hacrosiero I[lonoxkeHus Bo3jaraercs Ha aJMHUHUCTPATOpa

MH(POPMAITMOHHOM 6€30TIaCHOCTH;

OTBETCTBEHHOCTh 3a IMPOBEJICHUE MEPONPUATUII AHTUBUPYCHOW 3alllUThl B
koHkpetHo WCIIIH u cobmiogenue TpeboBaHui Hactosmero I[lonoxkeHust Bo3iaraeTrcs Ha

aMUHUCTpaTOpa HH(POPMAITMOHHOM 0€301MaCHOCTH U Beex moJib3oBateneit nanuoi MCIT/IH.

7. TlpaBuja napoJbHOM 3alIUTHI

HaHHBIe nmpaBuJia PEriIaMCHTUPYIOT OPraHU3alflMOHHO-TEXHUYCCKUEC MECPOIIPUATUA
Mo 00eCIeYeHHIO TIPOIIECCOB T'eHepaIui, CMEHBI U TIpeKparieHus aercteus maposei B UCII/IH,

a TaKk)Ke KOHTPOJIb JCHCTBUM MOJIh30BaTENCH TIpH paboTe ¢ MapOJIIMH.

Oprau3alliOHHOE U TEXHHYEeCKoe oO0ecreueHrne TMpOIEeCCOB TeHEPAIHH,
WCTOJIb30BAHMS, CMEHBl U MpEeKpalieHus AeicTBUs mapoJied Bo Bcex nmonacucremax MCII[H u
KOHTPOJIb JICWCTBUH TOJIb30BATENICH MpU pabOTe ¢ MaposIMU BO3JIaraeTcsi Ha afMUHUCTpATOpa

MH(POPMAITMOHHON 6E€30TTaCHOCTH.

HpI/I JAOCTYIIC MMOJIB30BATCIIA B CUCTEMY JOJIKHA OCYHICCTBIIATHCA I/I,Z[eHTI/I(bI/IKaI_[I/IH
n IIPOBCPKa IMOJJIHMHHOCTHU IIO I/I,Z[CHTI/I(l)I/IKaTOpy U mapoJiro, a TakKXKE C HCIIOJIb30BAHHEM

QJICKTPOHHBIX I/II[CHTI/I(bI/IKaTOpOB .

JInuneie mapoJii AOJDKHBI I'CHECPUPOBATLCA H PACIHPCACIATBCA LHCHTPAIN30BAHHO

100 BH6I/IpaTBC$I MOJIb30BaTCIIKIMU CaMOCTOATCIIBHO C YUYCTOM CJIICAYHOIIUX Tpe60BaHHI>iZ
- IapoJib JOJI?KCH OBITH JJIMHOM HE MEHEe IIECTH 6YKB6HHO'I_II/I(1)pOBBIX CHMBOJIOB;

- CUMBOJIbI naponeﬁ JJIsL pa6quX CTaHHHﬁ, Ha KOTOPBIX YCTAHOBJICHO CpC€IACTBO
3alllUThI I/IHCI)OpMaI_II/II/I OT HCCAHKIHWOHUPOBAHHOI'O HOCTYIId, AOJIKHBI BBOIUTLCA B PCKUME

JIATUHCKOM pacCKiIaik KJIIaBUATYPHI,

- Mapojib HE JOJDKEH BKJIIOYATh B Ce0sl JIETKO BBIYHCISIEMbIE COYETAaHUS CHMBOJIOB
(umena, pamunuu, HanmeHoBaHuss APM u T1.11.), a Takxke oOuienpuHaTeie cokpamienus (OBM,
JIBC, USER u 1.11.);

- IIpU CMCHC IapoJIsl HOBOC 3HAUYCHUC NOJKHO OTIMYATHCA OT NPCABIAYIINX
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- I0JIb30BATEIb HE UMEET IIpaBa cOOOIIATh JUUHBIA M1apOJIb IPYTUM JIMLIAM.

[TosHas 11aHoOBas CMeHa mMapoJied MOJIb30BATENIE JOJDKHA IPOBOAUTHCS

PETYIISIPHO, HE PEXE OJHOTO pa3a B TeUCHHE 3 MECSIICB.

VYnanenue ydyerHol 3anucu nosib3oBarens VCIIIH B ciydae mpekpaiieHust ero
MOJIHOMOYMH (YBOJIbHEHHE, TIEPEX0]l Ha APYTYI0 paboTy BHYTPH YUPEXKAEHUS W T.II.) JOJDKHA
MIPOU3BOUTECS  AJMHHHUCTPATOPOM HH(POPMALMOHHON OE30MAaCHOCTH HEMEIUIEHHO TMOcie
OKOHYaHHUs INOCJIEAHEro ceaHca pabOThl JAaHHOIO I0JIb30BATENsl C CUCTEMOM, HAa OCHOBaHHUH

YKa3aHusd pyYKOBOJIUTEIA WM HAYAJIbHUKA OTACIIA KaAPOB.

BuennanoBas mosiHasT CMEHa MapoJied  BCEX  MOJIb30BaTelNed  JIOJHKHA
MIPOU3BOJIUTHCS B CiIydae MpeKpalleHus MoJIHoMounil (YBOJIbHEHHE, IEPEX0/] Ha IPYTYIO paboTy
BHYTPH YUYPEXACHHS M Jpyrue OOCTOSTENbCTBA) aJMHUHHMCTpaTOopa HMH(POPMAIIMOHHOM

0€30I1aCHOCTH.

B cnywae xkommpomeranuu Ju4yHOTO maposs noJsb3oBarenss MCIIAH noykHbI

OLITH HEMCJICHHO MPCATIPHUHATEI MEPBI 110 UIBMCHCHUIO €TI0 IMapoJIAi.

KonTponbs paeicTBU moJb30BaTelield mMpu paboTe ¢ MapoJsiMH, COOJIIOICHHE
MOpsiIKa MX CMEHBl, XpaHEHUs M MCIOJb30BaHHUS BO3JAraeTcss Ha aJIMUHHUCTpaTopa

MH(POPMAITMOHHON 6€30TaCHOCTH.

8. IlpaBujia 00HOBJIEHUS OOILECUCTEMHOI0 U MPUKJIATHOI0 MPOrPAMMHOI0
o0ecneyeHus, Texanuueckoro oocay;xkuBanus UCIIIn

Hacrosmue npaBuna pernmaMmeHTHPYIOT obecrieueHne 6e301macHoCTi HHpopMauu
IIPU IPOBEICHUHN OOHOBJICHHU S, MOJU(PHUKAIIUU OOIIECUCTEMHOTO U MPUKJIAJHOTO MIPOrPAMMHOTO
obecrieueHrs, TEXHHUYECKOTO OOCTY)KUBaHUS M TMPU BOZHUKHOBEHHWU HEIITATHBIX CUTYallUd B

pabote UCII/IH.

[IpaBo Ha ycTaHOBKY, OOHOBJEHME U MOAM(DPUKAIMIO OOLIECUCTEMHOTO U
MPUKIATHOTO HporpaMMHOTO obecriedenust kommbiorepoB HWCII[In  mpemoctaBnsercs

cucreMHoMy anmuHuctparopy MCII[IH u agMuHuCTpaTopy MHGOPMALMOHHON O€3011acHOCTH

WCTI/Tn.

[IpaBo BHeceHHMs U3MEHEHMH B KOHQHUIypalMiO anmnapaTHO-NPOrpaMMHbIX
CpeACTB 3aliMThl MHGOpPMALMK  NPEJOCTABISAETCS CUCTEMHOMY aJMMHUCTPATOpy IO
COTJIACOBAHMIO €  AJMUHHUCTPATOpoM  HH(OpMalMOHHOKW  Oe3omacHocTH. V3MeHeHHe

KOH(Urypauuu annapaTHo-nporpamMmmusix cpeacts UCIIH npyrum nunam zanpeuieno.
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3asBKy Ha BHECEHHE M3MEHEHHI B KOH(HUIYpalMIO ammapaTHO-MPOTPaMMHBIX
cpeactB 3amuiieHHbIXx pabounx mect MCII/H, paccMaTpuBaeT pyKOBOJAWTENb, BU3HPYET ee,
yTBEp)KJasi TEM CaMbIM NPOU3BOACTBEHHYIO HEOOXOJMMOCTh NMPOBEACHHUS YKa3aHHBIX B 3asBKE

U3MEHEHUN.

ITocne yero 3asBKa nepenaeTcst aIMHHACTPATOPY HHGOPMAIOHHON 0€30MacHOCTH IS
HETIOCPEJICTBEHHOTO HCIIOJIHEHUS paboT 1O BHECEHWIO W3MEHEHWH B KOH(urypamuio

KOMIIBIOTCPA, YKa3aHHOI'O B 3asABKC.

VYcranoBka uinu o6bnHoBienue mnoacucteM WCII[IH n0DKHBI TPOBOIUTHCS B
CTPOTOM COOTBETCTBHH C TEXHOJIOTHEH MPOBENCHUS MOIU(DUKAIIMN TPOrPAMMHBIX KOMIIJIEKCOB

JaHHBIX IMTOACHCTEM.

YcranoBka u o6HoBneHue [10 (cucTeMHOTO, MPUKIIAJAHOTO, TECTOBOTO M T.II.) Ha
KOMIIBIOTEPAX TPOU3ZBOAUTCA TOJBKO C OPUIMHAJIIBHBIX JHUIECH3WMOHHBIX }II/ICTpI/I6YTI/IBHI)IX

HOCHTeNEeH (IMCKET, KOMIAKT IUCKOB U T.I1.).

Bce )IO63BJ'I5[GMBI€ IMpOrpaMMHBIC W alIlapaTHbIC KOMIIOHCHTBHI JOJIXKHbBI OBITh

MpeABAPUTEIIFHO MMPOBEPEHBI HA PAOOTOCTIOCOOHOCTD, a TAK)KE OTCYTCTBHE OMMACHBIX (PYHKITHIA.

[Tocne ycranoBku (oOHoBneHus) I1O, ammuHucTpaTOop WHPOPMATMOHHOMN
0€301MaCHOCTH JIOJDKEH TPOM3BECTH TpeOyeMble HACTPONKH CPEJICTB YHPABICHHS TOCTYIOM K
KOMIIOHEHTaM KOMITBIOTEpa M TPOBEPUTH padoTocmocoOHocTh [0 W MpaBUIBHOCTE WX

HACTPOUKHU.

[Ipy BO3HMKHOBEHUU CUTyallui, TPeOYIOIUX Mepelaud TeXHUYECKHX CPEICTB B
CEpBHCHBIN LIEHTP C IEJIbI0 PEMOHTA, aIMUHUCTPATOp MHGOPMAIIMOHHON 0e30macHOCTH 00s13aH
MPEeANPUHAT, HEOOXOMUMBbIE MeEpbl Ui 3aTUpaHus 3alluiaeMoil uHpOpMauu, KOTopas

XpaHWJIaCb Ha JUCKAaX KOMIIBIOTEpA.

9. Topsaok kKOHTPOJIs1 ob6ecnieyenns 3amMThHI HHGpopmanun B UCIIIH u
npuocTaHoBkM npeaocrapijienus [I/{n B ciiydyae oOHapykeHUsI HAPY HI€HUIA
NMOPAIKA UX NPeJ0CTABICHUS

Kontpone 3amutsl nHopmammu B MCII/IH - KOMIUIEKC OpraHM3allMOHHBIX U
TEXHUYECKUX MEPOINPUATHI, KOTOpPbIE OPraHU3yKTCS U OCYLIECTBISIFOTCS B LEJAX
NPENYNPEXKAECHU W IPECEYCHMs] BO3MOXKHOCTH IIOJIyYEHHsS IIOCTOPOHHHUMHU  JIMIIAMHU
OXpaHSEMbIX CBECHUH, BBISBICHUS U MPEIOTBPAILECHUS YTEUKH UH(OPMAIMH N0 TEXHUYECKUM
KaHajaM, MCKJIIOUEHUS WIN CYHIECTBEHHOI'O 3aTPYAHEHHsS HECAHKIMOHMPOBAHHOIO JIOCTYyNA K

HH(bOpMaIlHH, XUHIICHUS TEXHUYCCKUX CPCIACTB U HOCHUTEIEH I/IH(I)OpMaI_II/II/I, MpeaoTBpaAlICHUS
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CIICUaJIbHBIX MporpaMMHO-TCXHUYCCKUX BO3HeﬁCTBHﬁ, BbI3BIBAIOIIUX HapymiceHue
XapakTepUCTUK  Oe30MacHOCTH  HMHPOpPMAaUMHM  WIM  pabOTOCHOCOOHOCTH  CHUCTEM

nH(pOpMaTH3ALINH.

OCHOBHBIMHU 3aaa4aMi KOHTPOJIA ABJIAIOTCA:

— TIIPOBEpPKAa OPraHU3alM{ BBIIOJIHEHMS] MEpPONPUATHH 1o 3amure uHpopmanuu B ['AY3
«Opranuzanus», ydera TpeOOBaHUM IO 3almUTe HHPOpMALMU B pa3padaThIBaeMbIX

IUIAHOBBIX U PACIOPAIUTEIIbHBIX JOKYMEHTAX;
— BBISIBJICHUE JeMaCKUPYIOMUX Mpu3HakoB 00bekToB UCII/IH;

— YTOYHEHHE 30H MepexBaTa oOpadaThiBacMOil Ha 00beKTax WH(OpPMaIUU, BO3MOMKHBIX
KaHaJIOB YTeUKH MH(OpMaIMK, HECAaHKIIMOHUPOBAHHOIO JIOCTYIA K HEH M NMpOorpaMMHO-

TEXHUYECKUX BO3/ICHCTBHI Ha HHPOPMAIIUIO;

— TpOBEpKa BBINOJIHEHUS YCTAHOBJICHHBIX HOPM U TpeOOBaHUM MO 3aIuTe HH(GOPMaLUU OT
YTeUKH TI0 TEXHHYECKHMM KaHajaM, OI€HKa JIOCTaTOYHOCTH U d3(PPeKTUBHOCTU
MEpPOTIPUATHIL 10 3a1uTe HHHOPMaLUY;

— npoBepka BblnosiHeHUs1 TpeOoBanuil no 3amurte WMCII[IH OoT HecaHKIMOHHPOBAHHOIO
JOCTYTIa;

— IpOBEpKa BBINOJHEHUS TPeOOBaHWI MO AHTHUBUPYCHOH 3alllUTe aBTOMAaTU3MPOBAHHBIX

CHUCTEM U aBTOMAaTHU3UPOBAHHBIX pa60q1/1x MECT,

— TIpoBepKa 3HAHMH TMOJIb30BATEJEeH IO BOMpocaM 3alUThl HHGOPMAMM M HUX

COOTBCTCTBHUA Tpe6OBaHI/I5IM YPOBHA IIOATOTOBKHU JI1 KOHKPETHOI'O pa6oqero MeEcCTa,

— OIepaTUBHOE MPHUHATHE MEpP MO MPECEUCHUIO HapyIIeHUN TpeOOBaHUN (HOPM) 3allUTHI

napopmanuu B UCIT/IH;
— pa3paboTKa MPEUIOKEHUH M0 YCTPAaHSHHIO (OCIA0JICHHIO) JeMACKHPYIONUX MPH3HAKOB

U TCXHUYCCKHUX KaHAJIOB YTCUKU I/IH(1)OpMaI_II/II/I.

KonTponp 3amuTsl MHGOPMAMK MPOBOJUTCS C YUYETOM pEajbHbIX YCIOBUH IO
BCEM (PU3MUECKUM IOJIAM, 110 KOTOPHIM BO3MOXKEH MepexBaT MH(OPMAIMH, LIUPKYIUPYOLIEei B
WUCII[AH, u ocymecTBiasercs M0 OOBEKTOBOMY HpPHUHLUIY, IPH KOTOPOM Ha OObEKTe
OJTHOBPEMEHHO IPOBEPSIIOTCS BCE BOIMPOCH! 3alUThl HHPopManuu. [lepeueHb kaHAIOB yTEUKH

YCTAHABJIMBACTCA B COOTBETCTBUU C MOJCJIBIO YI'PO3.
B xoxne KOHTPOJIA ITPOBEPAIOTCA:

- COOTBCTCTBUC IIPUHATBIX MCEp IO oOecreuyeHnI0 0e30MacHOCTH INEPCOHAJIbHBIX

JaHHBIX,

- CBOCBPEMCHHOCTb U IIOJIHOTA BBITIOJIHCHUA Tpe6OBaHI/II71 Hacrtosmiero IlomoxeHus u

APYTUX PYKOBOJSAIMIMX JOKYMEHTOB 10 3AIIUTE IIEPCOHATIBHBIX JaHHBIX,
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- 9()(eKTUBHOCTh TMPUMEHEHUS OPraHU3ALMOHHBIX U TEXHUYECKHX MEPONPHUATHH IO

3antuTe HHPOPMaLnH;
- YCTPAHCHUC PAHCC BBISAABJIICHHBIX HCJOCTATKOB.

Kpome Toro, mpoBoasTcsi HEOOXOIMMbIE U3MEPEHUSI U PACUETHI, MPUTIIAIICHHBIMU IS
9TUX LieJied clienuanucTaMyd OpraHu3aliy, UMerolel coorsercTBytomue jauneHsun @CTOK

Poccun.

OCHOBHBIMU BUJAMH TEXHUYECKOTO KOHTPOJIS SIBJISIFOTCSI BU3YaJIbHO-ONTUYECKUI
KOHTPOJIb, KOHTPOJIb 3(PQPEKTUBHOCTH 3alIUThl MHMOpPMALMM OT YTEUKH MO TEXHUYECKUM
KaHajaM, KOHTPOJb HECAaHKIIMOHUPOBAHHOTO JOCTyrna K HWH(OpPMAallMM U TMPOrpaMMHO-

TEXHUYECKUX BO3JICUCTBUI Ha MHGOPMAIIHIO.

[lonyueHHple B XOJ€ BEIEHUS KOHTPOJS pe3ysbTaThl 0O0pabdaThIBAIOTCS W
aQHAJIM3UPYIOTCS B LENAX OMPEIeNIeHUsI T0CTaTOYHOCTH U 3((EKTUBHOCTU MPEANUCAHHBIX MEp
3aluThl MHGOpPMAMU W BbIABIEHUs HapymeHuil. [Ipu oOHapykxeHuWH HapylleHUH HOPM U
TpeOOBaHUN MO 3amUTe HHPOPMAIMU aJAMHUHUCTPATOP HWHGOPMALMOHHONW O€30MacHOCTH
JOKJIaJbIBA€T PYKOBOJUTENIO JJIsi NPUHATHS HMHU pelIeHHs O MpeKpaleHuu o0paboTku
uHGOpMALMM U TPOBEIEHHUS COOTBETCTBYIOIIMX OPraHU3allMOHHBIX W TEXHUYECKUX Mep IO
YCTPAHEHUIO HapylleHus. Pe3ynbraTel KOHTPOIIS 3alluThl HHGOpMALUKU 0POPMIISIOTCS aKTaMH

100 B COOTBETCTBYIOLIUX KYpHAIaX ydeTa pe3ylbTaToB KOHTPOJI.

HeBbimonHenue mnpeanucaHHbix Mepornpusatuid mno 3amurte [1/{H, cuumTaercs
MPEANOCHIIKON K yTeuke uHpopManuu (anee - npeanochiika). [lo kaxaon mpeanocbuike Ass
BBISICHEHUSI OOCTOSATENbCTB W TMPUYMH HEBBINIOJHEHHS] YCTAaHOBJICHHBIX TpeOOBaHUIl 10
YKa3aHUIO PYKOBOJUTENS WM OTBETCTBEHHOTO 3a 3allUTy MH(POpPMAIMH MPOBOJUTCS
paccrnenoBanue. [l mpoBeAeHUs paccieOBaHUS HAa3HAYACTCSI KOMHUCCHUSL C IPUBJICUEHHUEM
aJMUHHCTpaTopa UHPOpMAIIMOHHOM Oe3omacHocTu. KoMuccusi o0s3aHa yCTaHOBHUTDH, UMeNa JIn
MECTO yTe€4yKa CBEACHMIA, U 0OCTOSATENHCTBA €l COMYTCTBYIOIINE, YCTAHOBUTD JIML, BUHOBHBIX B
HapYIIEHUH MPEANUCAHHBIX MEPOINPHUATHH MO 3aluTe UH(POpPMAlMU, YCTAHOBUTH NPUYUHBI U
yCIIOBUS, CIIOCOOCTBOBABIIME HAPYIICHUIO, U BHIPAOOTATh PEKOMEHAALMHU M0 UX YCTPAHEHHIO.
[Tocne okoHuYaHUs pacciaeAOBaHUS PYKOBOJUTENb IPUHUMAET PELICHUE O HaKa3aHUU BUHOBHBIX

JINIT 1 HCO6XOI[I/IMBIX MCPOIPUATUAX IO YCTPAHCHUTIO HCIOCTATKOB.

Benenue KOHTPOJISL 3alIUThI I/IH(i)OpMaI_II/II/I OCYIICCTBIIACTCA IMYTEM HNPOBCACHUA
NEpUOAUYCCKUX, IINIAHOBBIX W BHC3AIIHBIX IPOBEPOK 00BEKTOB 3alllrThI. Hepnonnqecm/le,
IJIAaHOBBIC U BHEC3AITHBIC MTPOBCPKU 00BEKTOB opraHu3anv NpoBOIAATCA, KaK IPAaBUJIO, CUIIAMU
AIMUHUCTpATOpa HH(I)OpM&L[HOHHOfI 6C3OHaCHOCTI/I, B COOTBCTCTBUH C YTBCPIKICHHBIM IINIAHOM

HJIN 110 COTIaCOBAHUIO C PYKOBOJUTCIICM.

16



Opnoli w3 QopM KOHTPOJSL 3alIUTHl WHGOPMAIUU SBISETCS OOCIEIOBAHHE
o6wexroB MCIT/IH. OHO mpoBOAMTCS HE pPeXe OJHOTO pa3a B roj paboueil rpynmoil B cocraBe
aJIMUHHUCTpaTOpa HH(POPMAIIMOHHOHN 0€30TaCHOCTH, OTBETCTBEHHOTO 33 SKCILTYaTaI[I0 OOBEKTa.
s o6cnenoBanust MICII/IH MokeT TpUBIEKaThCS Opranu3anus, nMeromas yminen3nro @CTOK

Poccun Ha nesITeIbHOCTD M0 TEXHUYECKOH 3auiuTe NHPOPMAaIIHy.

O6cnenosanne MCIIJIH npoBOAUTCS C LIETBIO ONPEAETICHHUS] COOTBETCTBUS IOMELIECHU,
TEXHUYCCKUX U MTPOTPpaMMHBIX CPCIACTB Tpe6OBaHI/IHM 110 3aIuTe I/IH(l)OpMaIII/II/I, YCTaHOBJICHHBIM

B «ATTEecTaTe COOTBETCTBUS» M(WIN) TPeOOBAHUSIM 1O OE30MaCHOCTH.

B xone oOcnenoBanus npoBepsieTcs:

- COOTBETCTBHE TEKYIIMX YCJIOBUM (YHKUHOHUPOBAaHUSA 0O0cCiIeayeMoro oObeKTa

NCTI/IH ycinoBHsM, CIOKUBIIMMCS HA MOMEHT ITPOBEPKH;

- COOMI0/IEHNE OPraHU3aAlMOHHO-TEXHUYECKUX TpPEeOOBaHMM MOMEUIEHUH, B KOTOPBIX

pacnosiaraercst UCITIH;

- COXpaHHOCTh TeyaTel, TIoMO Ha TEXHMYECKHX CpEACTBAX Iepenadd U oO0paboTKH
nHpopMallvK, a TaKKe Ha YCTPOWCTBAaX MX 3allUTHl, OTCYTCTBHE MOBPEXICHUH SKpaHOB

KOPITYCOB anmapaTypbl, 000Ji04eK kabenael U UX COeAMHEHUH C IUHAMU 3a3eMJICHUS;

- COOTBETCTBHE BBINMONHSAEMbIX Ha o0Obekre WCII[H wMeponpuatuii 1o 3ammTe

I/IH(l)OpMaHI/II/I JaHHBIM, U3JI02KCHHBIM B HACTOAIIIEM ITIOJIOKCHHH

- BBIIIOJIHEHUE ~ TpeOoBaHMM MO  3amuTe  MHQOPMAIMOHHBIX  CHUCTEM  OT

HCCaHKIIMOHUPOBAHHOI'O JOCTYIIA,

- BBIIIOJIHEHUE TPeOOBaHMI [0 aHTUBUPYCHOI 3aIluTe.

l'ocynapcTBeHHBIN KOHTPOJIb COCTOSTHUS 3alIUThl MH(OPMALIUK OCYIIECTBIISETCS
denepanbHON CIIY)KOBI M0 TEXHHUYECKOMY M AKCIIOPTHOMY KOHTpoJit0 Poccuu m denepanbHoi
cinyx00i1 GezomacHocT Poccun B paMkax MX MOJTHOMOYMN B COOTBETCTBHH C JACHCTBYIOIIUM
3akoHOHaTenbCcTBOM  Poccmiickoit  ®@epepanuu. JlocTym  mpenacTaBuTelield  yKa3aHHBIX
(denepanbHBIX OPraHOB HCIIOJHUTEIHHON BJIACTH Ha OOBEKTHI JUIsl MPOBENEHUS MPOBEPKH, a
Takke K padoTaM M JOKYMEHTaM B 00beMe, HEOOXOIMMOM Ui OCYILECTBICHHUS KOHTPOJIA,
obOecrieunBaeTcs B YCTAaHOBICHHOM TMOPSIKE MO MPEABSBICHUH CIYKEOHOTO YIO0CTOBEPEHUS

COTPpYAHHKA, 4 TAKIKEC NOKYMCHTA YCTaHOBHCHHOﬁ (1)OpM]':>I Ha 1IpaBoO IIPOBCACHUA ITPOBCPKU.

10. IMopsiiok oXpaHbI M J0NMyCKAa NOCTOPOHHMX Jull B noMemeHusi UCIIIn

B MZIOVY nerckuii can «PoMmamika» IobKHA OBITH IPETyCMOTpeHa (husmdeckas

oxpana TexHumueckux cpeacts  MCII[In  (ycTtpodicTB M HOcuTened  MHpOpMaLuM),
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npeaycMmarpuBaromas KOHTPOJIb JOCTyIlda B IOMCIICHUA IMOCTOPOHHUX JIUML, HAJIMYUC HAACKHBIX
HpeHHTCTBI/Iﬁ AJi1 HCCAHKIMOHWPOBAHHOI'O IMPOHUKHOBCHHA B IIOMCHICHUA W XPaHUJIUIIC

HOcHTeNeH HH(POPMAITHIH.

B INOMCHICHUAX  JOJDKHaA OBITH YCTAaHOBJICHA OXpaHHasd MW  IIOXKapHasd

CUTHaJIn3alus.

CepBepHoe u kommyrannonnoe odopynoBannre UCII/IH 10mKHO HAXOIUTHCSA MO
HaACKHBIM 3aMKOM, B OTACJIBHOM ITOMCHICHHUH HWJIM 3allparomieMcsd HIKa(by, KIJIIFOY JOOJIXKECH

XpaHUTHCS y AMUHHUCTPATOpa UHPOPMAITMOHHOM 0€3011aCHOCTH.

BcekpeiTHe M 3akpbITME  TNOMEIIEHHMM  OCYIIECTBISACTCA — COTPYAHHMKAMHU,
paboTaroMMi B JIaHHBIX MoMmenieHnusax. CIHUCOK COTPYIHUKOB, MMEIOIIMX IPaBO BCKPHIBATH
(cnaBath 1oj OXpaHy) M ONEUYaThIBATh MOMEIIECHUS YTBEPKAAETCS PYKOBOIUTENIEM U NepeaacTcs

Ha IMOCT OXpaHkI.

[Ipm 3akpblTUM TOMEMIEHHMH W CJaded uX IM0J OXpaHy COTPYIHUKH,
OTBETCTBEHHBIE 3a IMOMEIIECHUS TPOBEPSIOT 3aKPHITHE OKOH, BBHIKIIOYAIOT OCBEIICHHE, OBITOBBIE
pUOOPBI, OPITEXHUKY U MPOBEPSIOT MPOTUBOINOKAPHOE COCTOSHUE OMEIIECHNUS, a JOKYMEHTHI U
HOCHUTENN HH(OpManMM Ha KOTOPHIX COAEP)KATCSA IEPCOHANbHBIE JaHHbIE, yOUparoTcs Uis

XpaHEHHUsI B 3alTUPAEMBIN SAITUK CTOJIA WA Cer(.

[Ipn oOHapyXeHHH TOBpPEXKICHUS 3aMKOB, [BEpEeH WJIM HaIU4us APYrux
MPU3HAKOB, YKa3bIBAIOIIUX HA BO3MOXKHOE NMPOHMKHOBEHHE B MOMEIIEHHE MMOCTOPOHHUX JIUILL,
MOMEILIEHNE HE BCKPBIBACTCSA, & COCTABIISETCS aKT, B IPUCYTCTBUU OXpaHHHKA. O MpOUCIIECTBUU

HEMEJIEHHO coO00IIaeTcs PYKOBOAUTENIO H(HMJIM) OTBETCTBEHHOMY 32 3alUTY HH(POpMaIUK.

HpI/I Cpa6aTHBaHI/II/I OXpaHHOﬁ CHUTHAJIN3alluh B CJ'Iy>K€6HBIX IIOMCIHICHUAX B
Hepa6oqee BpEMs OXpAaHHUK coo6maeT 0 CIyduBHIEMCHd OTBCTCTBCHHOMY 3a IMOMCIICHHC, WJIN
OTBCTCTBCHHOMY 34 3allUuTy I/IH(i)OpMaLII/II/I, WIN PYKOBOAUTCIIKO, WIX AAMHUHUCTPATOPY

MH(POPMAITMOHHON 0€30TIaCHOCTH.

11. 3aka0uuTeIbHbIE MOJOKEHUS

Tpe6OBaHI/IH Hactosmero IlomoxkeHus 00s13aTCIIbHBI I BCEX pa6OTHI/IKOB,

O6pa6aTI>IBaIOH_II/IX NEPCOHAILHBIC JTAHHBIC.

Hapymenue TtpeGoBanuii Hacrosimero [lonmokeHuss Bieyer 3a  coOoi
TMCUMIUIMHAPHYIO,  TPaKJaHCKO-TIPAaBOBYIO, aIMMHHMCTPAaTUBHYI0O  WJIM  YTOJIOBHYIO

OTBETCTBEHHOCTh B COOTBETCTBHH C 3aKOHOJATEILCTBOM Pocculickoii (Deﬂepaum/l.
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